Southwestern National Bank
Notice and Policy for the California Consumer Privacy Act
This notice is addressed to California residents only and concerns the practices of Southwestern National Bank (“Southwestern”, “we”, “our”, or “us”) that relates to your personal information. It explains what personal information we collect, where we collect it from, what we use it for, who we disclose it to, the rights you may have, and how to exercise your rights. Southwestern National Bank is committed to providing consumers their rights under the California Consumer Privacy Act (“CCPA”) and to protecting the privacy and security of our customers and employees.  
Personal information under the CCPA is information that identifies, relates to, or could reasonably be linked directly or indirectly with a California resident. The personal information we collect, use, and disclose covered by the CCPA will vary based on your relationship or interaction with us. The CCPA does not apply to certain information, such as information subject to the Gramm-Leach-Bliley Act (“GLBA”), which is governed by our Bank’s Privacy Notice which is located on our website. 
Collection of Personal Information
We do not share or disclose your information except as allowed by law.  We share (disclose) information only with those vendors providing servicing of your products and services and require that they not sell, share, or use your information for any other purpose.
We collect personal information in a variety of contexts. For example, we collect personal information to provide financial products and services, for our human resources, and for vendor management purposes. Below is a list of categories of personal information we have collected in the preceding 12 months.  
Categories of Personal Information We Collect
· Personal Identifiers – Personal unique identifiers, such as full name and federal or state issued identification numbers (including Social Security number, passport number, other government issued number, Green Card number, driver’s license number) 
· Personal Information – Personal information, including contact details (e.g. telephone number and postal address, online identifiers, email address), financial information (e.g. account number and balance), and payment card details (e.g. debit card numbers) 
· Characteristics of Protected Classes – Characteristics of protected classes or groups under state or federal law, such as date of birth/age, gender, military or veteran status, marital status, citizenship, primary language, immigration status or disability
· Commercial Information – Including records of personal property; products and services purchased, obtained, or considered; purchasing or consuming histories
· Internet or Other Electronic Network Activity Information – Such as online information, including information about interaction with our website, applications, or advertisements
· Geolocation Data – Such as device location
· Communications, Recordings, Images – Such as audio, electronic, visual, or similar information, such as video recordings
· Employment and Education Information – Professional or employment-related information, such as work history, background checks, resumes (including education history), and personnel files
· Inferences – Inferences based on information about an individual to create a summary about, for example, an individual’s preferences and characteristics
· Sensitive Personal Information (“SPI”) – including Social Security number, driver’s license, state identification card, or passport number; Account log-in, financial account, debit card number in combination with any required security or access code, password, or credentials allowing access to an account; Precise geolocation; Racial or ethnic origin, citizenship, immigration status; Contents of mail, email, and text messages; and Biometric information processed to identify an individual 
Categories of Sources from Which We Collect Personal Information
The sources from which we collect Personal Information depend on our relationship or interaction with a specific California resident. The information below lists the categories of sources from which we collect Personal Information in different contexts.
· Directly from you, when you provide it to us digitally or physically 
· Indirectly from you, when you access our products or services to conduct banking transactions such as debit card, our online and mobile banking applications using your personal computer, cell phone, or other electronic or mobile device
· Public records or widely available sources including information from the media, and information that is made available by federal, state, and local government entities
· Service providers and third parties who provide it to us (e.g. our customers, credit reference agencies, title companies, and law enforcement authorities)
· Outside companies or organizations to support human resource and workforce management activities
· Security cameras located at our banking centers
Our Business Purpose for Collecting Personal Information
We collect and use Personal Information from or about California residents for the following business purposes: 
	Purposes for Collection, Use and Disclosure
	Examples

	· Offer and manage products and services
· Manage, improve, and develop our business
	· Establish and process transactions for our products and services
· Support the ongoing management and maintenance of our products and services
· Support customer relationship management
· Obtain support for fulfilling the above purposes from third-party service providers and professional services and business partners

	· Support our everyday operations, including to meet risk, legal, and compliance requirements
	· Perform accounting, monitoring, and reporting
· Enable information security and anti-fraud operations, as well as credit, underwriting and due diligence
· Support audit and investigations and legal requests and demands
· Comply with laws, regulations, policies, procedures, and contractual obligations
· Operate and manage IT and communication systems and facilities
· Obtain support for fulfilling the above purposes from third-party service providers and professional services and business partners

	· Support employment, infrastructure, and human resource management
	· Provide benefits to employees and dependents, including healthcare and retirement plans
· Manage pay and compensation activities
· Manage attendance, time keeping, leaves of absence, and vacation
· Manage and operate our facilities and infrastructure, including conducting risk and security control and monitoring activities
· Recruit new employees, process employment applications, and onboard new employees
· Perform identity verification, accounting, budgeting, audit, and other internal functions, such as internal investigations, disciplinary matters, and handling grievances and terminations
· Operate and manage IT and communication systems and facilities
· Obtain support for fulfilling the above purposes from third-party service providers and professional services and business partners



Categories of Third Parties with Whom We Disclosed Personal Information
Under the CCPA, the terms “share” and “sale” refer to providing information to a third party for the purposes of advertising and targeted marketing. Southwestern National Bank does not share or sell information as contemplated by the CCPA. We do disclose information to third parties that we contract with to be able to provide financial services. These third parties may only use information provided for the purposes disclosed in this policy.  
The categories of third parties to whom we disclose Personal Information about a specific individual depend on, among other things, our relationship or interaction with a specific California resident. Such third parties include:
· Vendors and service providers to support day-to-day business (including to maintain or service accounts, process payments and transactions, support our operations, business management, protect accounts or maintain website and technology infrastructure). As an example, this could include companies who inspect real estate, vendors who we contract with to provide services via our mobile app or website, service providers who support backroom functions or account monitoring services for fraud
· Companies or individuals that represent California residents such as an accountant, financial advisor, or person holding power of attorney on behalf of a California resident
· Federal, State, or Local Government agencies, including to support regulatory and legal requirements
· Outside companies or organizations, including service providers, to whom we provide Personal Information to support human resource activities and workforce management. This could include a company that processes employment applications, processes our payroll or provides employee benefits if you are an employee of Southwestern National Bank
· Outside companies or organizations, in connection with routine or required reporting, including consumer reporting agencies and other parties
· Third parties to comply with legal and regulatory requirements or provide professional services to us, including auditors, accountants, and legal services (subject to confidentiality requirements).
Below is a list of categories of information we have disclosed in the preceding 12 months. The details of the categories of information are detailed in the sections above.
· Personal Identifiers
· Personal Information
· Characteristics of Protected Classes
· Commercial Information
· Internet or Other Electronic Network Activity Information
· Geolocation Data
· Communications, Recordings, Images
· Employment and Education Information
· Inferences
Our Policy Towards Children
Southwestern National Bank does not knowingly collect or share personal information from children under 16 years of age. If you are under 16 years old, do not use or provide any information on our website or through our services.
Your Rights and Choices
If you are a California resident, you have the right to request that we: 
· Disclose to you the following information (“Request to Know”): 
· The categories of Personal Information we collected about you and the categories of sources from which we collected the Personal Information
· The business or commercial purpose for collecting your Personal Information
· The categories of third parties to whom we disclosed Personal Information about you, and the categories of Personal Information disclosed
· The specific pieces of Personal Information we collected about you 
· Delete Personal Information we collected from you (“Request to Delete”)
· Correct inaccurate personal information we maintain about you (“Request to Correct”)
· Opt you out of “sharing” for purposes of advertising (“Request to Opt-Out of Sharing”)
· Since we do not share or sell information for purposes of advertising, we do not provide an Opt-Out option. (If we change our policy, for example, adding a category of information that we will sell to a third party, we will notify existing customers and give them an appropriate time period to opt out of disclosure.)
In addition, you have the right not to receive discriminatory treatment by Southwestern National Bank for the exercise of the privacy rights under CCPA.
How to Make a Request
If you are a California resident, you can make a “Request to Know, Delete, or Correct” by:
. Call the toll-free number: (888) 868-8168 and ask for the Compliance Officer. This option is available during normal business hours, central time.
. Submit a "Request to Know, Delete, or Correct" request by submitting the form under the “CCPA Data Subject Request Submission” link on our website.  Or the form can be accessed here.
. Submit a "Request to Know, Delete, or Correct" request form by mail to:
Southwestern National Bank
Attn: Compliance Officer
9601 Bellaire Boulevard
Houston, TX 77036
When you request information, California law requires us to verify your identity before we can process your request. We will verify your identity using standard methods, utilizing information we already have about you. This may include personal identifying information about yourself or your accounts with us. This helps us confirm your identity and ensure you can exercise your right to access the information.
We will acknowledge your request within 10 business days and will provide the requested information within 45 days. If we are not able to respond within 45 days, we will inform you and respond within an additional 45 days. You may request this information up to two times per 12-month period.   
When other privacy or data protection laws apply (other than CCPA), Personal Information may be exempt from, or outside the scope of a “Request to Know, Delete, or Correct”. As a result, we may decline all or part of your Request to the extent that it relates to exempt Personal Information. This means that we may not provide, delete, or correct some, or all, of this Personal Information when you make a CCPA Request. We will verify and respond to your request consistent with applicable law, taking into account the type and sensitivity of Personal Information subject to the request.
Retention of Personal Information
We will keep Personal Information, including Sensitive Personal Information, no longer than reasonably necessary to fulfill the purposes described in this Notice. Federal regulations and laws may govern our retention of your information; however, anything we are not required to maintain under those guidelines may be deleted. Exceptions to our deletion responsibilities include information necessary to:
· Complete the transaction for which the information is collected;
· Provide a good or service requested by you or reasonably anticipated within the context of our ongoing business relationship with you;
· Perform a contract between us and you; 
· Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity; or to prosecute those responsible for that activity;
· Debug to identify and repair errors;
· To enable solely internal uses that are reasonably aligned with your expectations based on your relationship with us;
· Comply with a legal obligation;
· Otherwise use your information internally in a lawful manner that is compatible with the context in which you provided the information.
Authorized Agent
If you are a California resident, you may designate an authorized agent to make a request under the CCPA on your behalf. If you wish to authorize another person to act as authorized agent on your behalf, you must provide the authorized agent written permission to do so; in which case, we will request specific information to help us verify their identity. We may also require you to verify your own identity directly with us. We reserve the right to deny a request from an agent that does not submit written proof they have been authorized by you to act on their behalf.
Changes to this Disclosure
We may change or update this Disclosure periodically. When we do, we will post the revised Notice on our website with a new “Last Updated” date. Any changes to this disclosure will become effective when posted unless indicated otherwise.
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	Request To Know, Delete, or Correct

Please use this form if you wish to submit a request related to personal information managed by Southwestern National Bank. If you wish to exercise the rights listed below, please complete the following information as accurately as possible. 
· Right to Know (requesting personal information which we store about you)
· Right to Delete (requesting we delete personal information that we collected from you), or
· Right to Correct (requesting we correct inaccurate personal information we maintain about you)
Any information provided here or in the context of completing your request will only be used to satisfy your request.

I want to: ☐ Know My Data ☐ Delete My Data* ☐ Correct My Data ☐ Other (please indicate below) 
*Federal laws may govern our retention of your information; however, anything we are not required to maintain under those guidelines may be deleted. 
Note: We do not share or sell information for purposes of advertising, so we do not offer an “Opt-Out Option.”

	Name. (If acting as an Authorized Agent, please include your name and name of person you are acting on behalf of):


	Relationship with the Bank:
☐ Current Account Holder
☐ Former Account Holder
☐ Prospective Customer
☐ Employee / Job Applicant
☐ Other. If checked, please provide details _______________________

	Address:


	City:
	State:
	Zip:

	Email Address:


	Daytime Phone:

	Signature: 


	Date:

	Additional details to help us facilitate your request:






Preferred Method of Contact: ☐ Email ☐ Mail ☐ Phone 

Note: If you are making a request on behalf of a California resident (acting as an Authorized Agent), please attach a document to confirm you are authorized to make this request. Examples include: signed permission by the California resident on whose behalf the request is made, a copy of power of attorney, or legal guardianship or conservatorship order. We will follow-up with you for any additional verification information that is needed.

I consent to be contacted by Southwestern National Bank. By signing and sending in this “Right To Know, Delete, or Correct Request,” you are authorizing Southwestern National Bank to contact you using the address, telephone number or email address you have provided. Your authorization means we can call you even if you previously registered a federal “Do Not Call” preference.
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